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HOW SMS BOMBARDING WORKS 

HOW TO PROTECT YOURSELF 

 Never shareOTP,verification codes, or approve authentication requests

 If suspicious, block & report to 1930/cybercrime.gov.in ,sancharsaathi.gov.in 

 Enable Multifactor Authentication (MFA) on important accounts.

 Review your bank, email and online accounts if SMS flooding starts unexpectedly

SMS BOMBARDING

1. TARGET IDENTIFICATION

Attackers obtain your phone number 

from data leaks, websites, social media 

or other sources.

2. AUTOMATED MESSAGE 

FLOODIN
3. IMPORTANT AN ALERTS GET 

BURIED 
5. FRAUD OPPORTUNITY4. COMMUNICATION DISRUPTION 

Bots or scripts send hundreds of 

thousands of SMS like OTP, ads, 

subscriptions and random texts. 

Critical alerts, OTP and security 

messages get hidden among spam 

messages. 

Excessive messaging may slow down 

your device, drain battery and cause 

you to miss important calls or 

messages. .

While you are distracted, 

attackers may attempt 

unauthorized access, fraudulent 

transactions or identity theft. .


