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DISPLAY NAME SPOOFING

A FRIENDLY NAME CAN HIDE A COSTLY SCAM DISPLAY NAME SPOOFING IS A SOCIAL ENGINEERING TRICK 
WHERE ATTACKERS FAKE THE SENDER'S NAME TO APPEAR LIKE A TRUSTED PERSON OR ORGANIZATION, 
WHILE THE ACTUAL EMAIL ADDRESS BELONGS TO THE ATTACKER. SINCE USERS OFTEN SCAN NAMES 
INSTEAD OF ADDRESSES, THESE EMAILS FEEL LEGITIMATE AND PROMPT QUICK, RISKY ACTIONS. 

HOW IT WORKS & HOW TO PREVENT ! 

TRUSTED NAME IMITATED

ATTACKER COPIES A TRUSTED DISPLAY NAME → CHECK THE REAL EMAIL ADDRESS. 

ADDRESS MISMATCH

REAL EMAIL COMES FROM AN EXTERNAL OR LOOK-ALIKE DOMAIN → DON'T TRUST NAMES ALONE.

"FAMILIAR NAME. HIDDEN THREAT" A TRUSTED NAME CAN HIDE A MALICIOUS SENDER- CHECK THE 
AUTHENTICITY


