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A Security Alert is issued to all the android smart phone users on dangerous malware infected mobile applications. Some apps were 

found to be infected by the malware called autolysis that can read messages of the users secretly and can steal data from other user’s 

apps also Autolyses malware:

 Access messages 

 Steal data (after app permissions)

 Steal login credentials

 Auto subscribes to the premium version(based on permission)

 Subscribes users to a premium service 

Safety Tips
 Before downloading a mobile application check for play protect features on play store 
 Always Download applications only from trusted sources like legitimate websites or authorized 

app store .
 Avoid downloading apps from SMS. APIs, emails, social media messages .
 Be cautious about allowing any new permission during the installation of the application 
 Properly verify the app details in the developers website before downloading.
 Pay attention to reviews and comments of the users , before installing any mobile application .
 Use trusted anti – virus software for mobile security .
 Avoid installing mobile applications which contains advertisement 




